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Memorandum
TO: Legislation Committee DATE: April 5, 2013
FR: Executive Director W. L. 1131

RE: AB 179 (Bocanegra): Retention of Toll & Transit Fare Card Account Information

Background

AB 179, coauthored by Assembly Member Levine, would apply new restrictions to the retention
and sharing of account information for electronic transit fare collection systems, such as
Clipper®, as well as electronic toll collection systems, such as FasTrak®. Specifically, the bill
provides that personal account information shall be purged within six months after an account is
closed or, for active accounts, within six months after the end of a billing cycle and after all
outstanding enforcement activities are resolved. The bill would also extend to Clipper® the
statutory FasTrak® requirement limiting the disclosure of personally identifiable information
(P11)* in response to legal processes served on MTC, to search warrants issued by law
enforcement agencies. Accordingly, Clipper® customer P11 would no longer be disclosed to
persons pursuant to civil subpoenas.

Recommendation: Oppose Unless Amended

Discussion

While staff supports the proposal to extend the search warrant requirements to Clipper®, the six-
month timeframe proposed in AB 179 is unworkable for a number of reasons. First and foremost,
it would undermine our ability to respond to customer inquiries or disputes that arise outside a
six-month timeframe — something that occurs quite frequently. Another major practical
consideration is that many customers link their accounts to a credit card, but credit card
companies require retention of data for 18 months. Finally, a six-month timeframe would limit
MTC’s ability, and the ability of our vendors and agency partners, to defend against claims and
lawsuits. Most relevant statutes of limitation in California range from one year to four years.

In accordance with existing privacy policies, Clipper® data are currently retained by the
contractor for seven years and FasTrak® data are retained for four years and six months. In
January 2013, the MTC Operations Committee directed staff to explore the cost and technical
implications of reducing the Clipper® and FasTrak® data retention policies to three years.
FasTrak® and Clipper® staff have concluded that the minimum data retention timeframe for
these programs is three years. This provides a balance between being able to respond to users’
account-management needs and queries, ensure accurate collection of fares and tolls and meet
accepted financial record keeping requirements, while protecting users’ privacy.

L P11 is defined in AB 179 as “any information that identifies or describes a person, including, but not limited to,
travel pattern data, address, telephone number, e-mail address, license plate number, photograph, bank account
information, or credit card number.”
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While staff is recommending to the MTC Operations Committee that we take immediate action
to revise our data retention policy from seven years to four years and six months for Clipper®,
with respect to AB 179, we recommend the Commission oppose the bill unless it is amended to
(1) revise the timeframe in AB 179 from 6 months to three years and (2) revise the statute of
limitations for claims relating to electronic toll collection systems and transit smart card
programs to three years as well.

Known Positions

Support
American Civil Liberties Union (ACLU)
Privacy Rights Clearinghouse

Oppose
None on file
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